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Use Cases

1. Call handling centres handle calls for companies in many different business areas and potentially from many different parts of the world. Where a customer call cannot be put 
through to directly, a call centre staff member will send an email to the business with details including customer contact information and what the call was regarding. These 
emails are often sent unsecured and therefore a hacker could gain sensitive or valuable knowledge regarding a caller.

2. Emails are also exchanged between the client and call handling centre in regard too setting up special instructions to handle calls, and in the form of queries as to why a call 
was handled in a certain way, or expected information was not passed through to the client. Again these emails are unsecured and, should this information be gained by a 
hacker, could prove damaging to both the client and the call handling service provider.

3. Sensitive information is also handled throughout the organisation away from the call handling process, by areas such as HR, Sales, IT etc and of course senior management 
who make the policy decisions for the company as a whole. Sensitive Information needs to be secured both on servers, laptops and any removable devices.

Key Criteria

1. Call handling centres handle very large call volumes and speed and accuracy are key elements of the business success. It is imperative that whatever tools are used to secure 
data, they must compliment the operation not imped its velocity. The tools must be easy to use and obvious in their features.

2. The call centre’s client should not have to pay for, or download additional hardware or software to enable them to read or respond to secure emails.

3. Data security should also focus on ensuring GDPR compliance - data encryption and movement should be trackable and fully audited. Functions should be in place to protect 
against accidental GDPR breaches.

4. Data protection tools must be flexible to work with cloud service providers, provide in-house options including ensuring the private security keys stay within the business and 
not held by the data security service provider. Flexibility in approach is key. Customers must trust whatever solution is deployed to protect their data and the call handling 
centre must be able to show they have done everything they can to protect customer data.

5. Whatever tools are deployed must present excellent value for money as well as providing the best data security available.
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The Call Handling process shows how Galaxkey can be deployed 
with no interference to the day to day business of client call 
handling. By deploying The Galaxkey Secure Gateway GSG to 
the network edge and setting rules on what emails are to be 
encrypted, Galaxkey takes care of the securing sensitive 
information before it leaves the network. 

Emails encrypted from clients back to call handlers with be 
decrypted automatically as soon as they enter the network and 
the call handlers will see no difference in their daily activities. 

Customers can use the free version of Galaxkey to receive / 
send secure emails and use both Digital document signing and 
Secure Workspace. This ensures no cost to the customer and 
they do not need to install any software to access these free 
services.

Also shown is examples of how other business units within the 
organisation may utilise Galaxkey’s class-leading feature set.

Galaxkey is ‘four-products-in-one’ providing secure emails and 
documents, classification, legal document signing and 
collaborative workspaces. This allows organisations to retire 
multiple software products and use Galaxkey instead saving 
large revenue costs in the process.

Galaxkey provides security at a granular level, is NCSC certified 
and is the only software product to allow the customer 
retention of their encryption keys – thereby putting the 
customer completely in charge of their data - ‘If you don’t own 
the keys, you don’t control the data’.

Galaxkey provides full auditing and comes with a number of 
email features to stop accidental GDPR breaches including the 
ability to revoke an email instantly to prevent access to the 
contents.

Galaxkey is incredible easy to setup and use, with a rich and 
flexible feature set that is highly configurable. 
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